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Cenario

e Diversos fabricantes;
* Quantidade de equipamentos a serem gerenciados;

* Modelos sem suporte a tecnologias de automacao mais modernas
(Netconf, Restconf, YANG);

e Configuracoes default deficientes em seguranca.
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Objetivos

e Automatizar checagens de forma escalavel e flexivel
e Suportar multiplos fabricantes

* Gerar relatorios de acompanhamento

* Padronizar configuracoes minimas

* Melhorar a seguranca da rede com a aplicacao de boas praticas de
configuracao.



Historico

e 2019: Produto minimo viavel;

e 2020: Submissao de um roadmap evolutivo ao programa Frida do
Lacnic;

e 2021: Conclusao do ciclo de desenvolvimento e lancamento da v1.0.

* Desenvolvido pela Geréncia de Operacoes da RNP e apoiado pela
Geréncia de Sistemas, CAIS e PoPs

* Desenvolvedores:

 Guilherme Ladvocat
* Thiago Sigueira
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openNetAudit- MVP

» Suporte aos fabricantes Juniper e Extreme;

* Checagens baseadas no Guia de Configuracao Segura;

* Interface web minima;

* Base de dados simples;

* Relatorios simples, apenas armazenando logs e arquivos csv.



openNetAudit- MVP
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Selecione o PoP para cadastro de device
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Roadmap — Principais evolucoes

* Reformulacao total do sistema;
* Organizacao hierdrquica (Device/Site/Group);

e Mddulo de auditoria reescrito:

*Possibilita o cadastro de checagens customizadas;
Classificacao de severidade dos testes;
*Concatenacao de regras.

* Adicao de suporte a novos fabricantes (Cisco, Huawei, Mikrotik);
e Armazenamento de resultados em JSON;

e Relatorios mais amigaveis;

* Tracking de vulnerabilidades.
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Site Info
Number of Hosts: 26
Hosts Without Issues: 1
Hosts With Issues: 25

Number of Issues: 136

Home Devices

Top 5 Docs

Hosts with more issues Documentation For

OpenNetAudit, along with
tutorials and quides, are
available online.

Issues History Issues

Ssues

Audit

Reports

Admin ~

Profile

Logout




@ openNetAudit Home Devices Audit Reports  Admin ~  Profle  Logout

Device List

List of devices from site: LAB

T B —

Huawei-Secure Secure huawei 10.1.0.80:22 ‘ Delete

Insecure huawei 10.1.0.85:22 i ‘ Delete

VSRX juniper 10.1.0.107:22 Delete

V1000 cisco_ios 10.1.0.250:22 Delete

Secure mikrotik 10.1.0.150:2222 Delete

Mikrotik-Insecure Insecure mikrotik 10.1.0.155:22 Delete

Secure extreme 10.1.0.100:22 Delete

Extreme-Insecure Insecure extreme 10.1.0.90:22 : ' Delete '

Delete all Selected
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©0penNetAudit Home  Devices Audit Reports  Admin -~  Profle  Logout

Device Report

Info Last Audit

Pevice: Cisc

IP: 10.1.0.250 logging undefined Logging service is enabled.

Manufacturer: Cisco_fos service.pad undefined Service pad is disabled.

Last Audit: May 4, 2021 source_route undefined IP Source Route service is disabled.

Status: Successful n .
snmp_default_communities 5 SNMP default communities are present. Please delete them.

Issues: 8 ] ) ) ) _
password_encryption undefined Service password encryption disabled.

Recommended OS: True
gratuitous_arp 3 Gratuitous ARP service is enabled
cdp undefined CDP is disabled
Issues http undefined Web management is disabled

Severity 1 Severity 3 enable_secret undefined Enable secret is applied. OK!
Severity Severity 3

seveny s sevey finger 4 IP Finger is enabled. Please disable it.

dhecp 1 DHCP service is enabled.

urpf 4 UuRPF is disabled. Apply uRPF to the LAN interface.
telnet undefined Telnet is disabled.

bootp 1 Bootp service is enabled.

ssh_parameters 4 SSH parameters like timeout and retries are not configured.




@ openNetAudit Home  Devices Audit Reports Admin ~  Profile  Logout

Audit Result

Number of hosts Hosts with issues Hosts without issues Number of issues

| 1 0 8

e B T T B S

Cisco Cisco-Lab 10.1.0.250 CSR1000V 16.6.5 True 91YVOPLMQW®6 Successful 2021-05-04 13:58:05.281095 Cisco

) S

Cisco logging undefined Logging service is enabled.

Cisco service.pad undefined Service pad is disabled.

Cisco source_route undefined IP Source Route service is disabled.

Cisco snmp_default_communities 5 SNMP default communities are present. Please delete them. no snmp-server community private no snmp-server community public
Cisco password_encryption undefined Service password encryption disabled.

Cisco gratuitous_arp 3 Gratuitous ARP service is enabled no ip gratuitous-arps

Cisco cdp undefined CDP is disabled

Cisco http undefined Web management is disabled

Cisco enable_secret undefined Enable secret is applied. OK!

Cisco finger 4 IP Finger is enabled. Please disable it. no ip finger




Gitlab => https://git.rnp.br/suilherme.ladvocat/opennetaudit

Docs => https://netaudit.rnp.br

E-mail => guilherme.ladvocat@rnp.br
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Obrigado!



