DNS e algumas extensoes
KINDNS

Daniel Fink

@ daniel.fink@icann.org
X :
IX Forum

ICANN 26 de outubro de 2022




Por que?

KINDNS

Desde a RFC882 (1983) o protocolo DNS mudou bastante.

* De acordo com “DNS Camel Viewer” (PowerDNS):
« 297 RFCs relevantes ao DNS
« 2.082 paginas de texto

 Mudancas incluem:
* AdicOes majoritarias (DNSSEC)
* Novos RR’s
* Mecanismos de privacidade (QTYPE minimization)
e ...muito mais
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Desafios para operadores

KINDNS

* DNS ficou complexo, muitas escolhas e implementacoes.

* Provedores necessitam um servico de DNS seguro e
rapido.
« Mas apenas especialistas conseguem conhecer o
protocol em profundidade.
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Desafios para operadores

KINDNS

« Como um pequeno provedor pode acompanhar novidades
como DoH, DoT, DoQ, DoHoT e seus impactos?

« Como manter-se atualizado sobre as ultimas
recomendacoOes de seguranca?

« Como saber se devo implementar validacado DNSSEC e
escolher as chaves criptograficas?

« Como um gerente pode especificar os requisitos minimos
para terceirizar servigcos ?
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O que é?

KINDNS

As Normas de Compartilhamento de Conhecimento e
Instanciamento para DNS e Seguranca de Nomes de
Dominio (KINDNS) é uma iniciativa da ICANN para
compartilhar de uma forma simples e clara as
melhores praticas operacionais para operadores de
DNS.
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Para quem?

KINDNS

Operadores de
Autoritativos

Operadores de
Recursivos

Fortalecimento do core system

Ao aderir a iniciativa KINDNS, os operadores de DNS comprometem-se
voluntariamente a aderir as praticas identificadas e a agir como
“embaixadores da boa vontade” dentro da comunidade.
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Operadores de Autoritativos para SLDs

KINDNS

1. DEVE ser assinada pelo DNSSEC e seguir as praticas recomendadas de
gerenciamento de chaves.

2. A transferéncia de zonas entre servidores autoritativos DEVE ser limitada.

3. Aintegridade do arquivo de zona DEVE ser controlada.

4. Servidores de nomes autoritativos e recursivos DEVEM ser executados em
infraestruturas separadas.

SLDs

5. Um minimo de dois servidores de nomes distintos DEVE ser usado para qualquer
zona.

6. Servidores autoritativos para uma determinada zona DEVEM ser executados a
partir de infraestrutura diversificada

7. A infraestrutura DEVE ser monitorada




Operadores de Recursivos Privados e Compartilhados

KINDNS

Os operadores de recursivos privados compartilhados geralmente sdo provedores de
servigos de Internet (ISPs).

1. Avalidacdo DNSSEC DEVE estar ativada
2. As instrucdes ACL DEVEM ser usadas para restringir quem pode enviar )
_ consultas recursivas )
3. Aminimizacdo de QNAME DEVE estar ativada
" 4. Servidores de nomes autoritativos e recursivos DEVEM ser executados em
_infraestrutura separada. )
' 5. Pelo menos dois servidores distintos DEVEM ser usados para fornecer )
_ servigos de recursao )
6. A infraestrutura DEVE ser monitorada
7. Para consideracao de privacidade: Criptografia (DOH ou DoT) DEVE ser ativada
8. Operadores de resolvedores privados DEVEM ter diversidade de software




Authoritative DNS Operators of Critical Zones
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1. MUST be DNS Security Extensions (DNSSEC) signed and follow key
management best practices.

2. Transfer between authoritative servers MUST be limited

3. Zone file integrity MUST be controlled

4. Authoritative and recursive name servers MUST run on separate infrastructure

5. A minimum of two distinct nameservers MUST be used for any given zone

6. There MUST be diversity in the operational infrastructure: Network,
Geographical, Software

7. The infrastructure that makes up your DNS infrastructure MUST be monitored

KINDNS
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Closed and Private Resolver Operators

KINDNS

Private resolvers are not publicly accessible and cannot be reached over the open Internet.
They are typically found in corporate networks or other restricted-access networks

' N

1. DNSSEC validation MUST be enabled

' 2. Access control list (ACL) statements MUST be used to restrict who may send
_recursive queries

-

3. QNAME minimization MUST be enabled

4. Authoritative and recursive name servers MUST run on separate infrastructure

5. At least two distinct servers MUST be used for providing recursion services

- J

' N

6. Authoritative servers for a given zone MUST run from diversified infrastructure

~ J

4 N

7. The infrastructure that makes up your DNS infrastructure MUST be monitored

~ J
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Public Resolver Operators

KINDNS

This category includes both open and closed public resolvers. Closed public resolvers
are typically commercial DNS filtering/scrubbing services, such as DNSFilter and

OpenDNS.
/ 1. DNSSEC validation MUST be enabled \
/ 2. QNAME minimization MUST be enabled \
/ 3. For privacy considerations: Encryption (DOH or DoT) SHOULD be enabled \
/ 4. Authoritative and recursive nameservers MUST run on separate infrastructure \

5. Data collected through the passive logging of DNS queries MUST be limited

AN

-

6. At least two distinct servers MUST be used for providing recursion services

-

' 7. Public resolver operators MUST ensure operational diversity in their

_infrastructure. J
8. The infrastructure that makes up your DNS infrastructure MUST be monitored
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Hardening the Core

KINDNS

Além das boas praticas para seguranca do DNS, fortaleca também as
plataformas dos seus sistemas.

' 1. ACLs DEVEM ser implementadas para controlar trafego de rede para os
_servidores de DNS

P

2. BCP38/MANRS egress filtering DEVEM ser implementadas

N )
-~ h

o)) 3. A configuragao do servidor de DNS DEVE ser dedicada

c N

g " 4. Permisses de usuarios e acesso de aplicacdes aos recursos do sistema DEVEM )
goi | serlimitadas )
< e .
== 5. Arquivos de configuragao de sistemas e servicos DEVEM ser versionados.

O )
(o) e N
(&)

6. Acesso ao gerenciamento de servigos DEVE ser restrito.

-

' 7. Acesso ao console do sistema DEVE ser protegido através de chaves
_ criptograficas e/ou autenticagdo de dois fatores

8. Gerenciamento de credenciais para acesso de clientes DEVE aderir as melhores
_ praticas.
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Autoavaliacao e Inscricao

KIN

Os operadores de cada categoria podem realizar uma
autoavaliacdo de suas praticas operacionais em relacao ao
KINDNS e usar o relatério para corrigir/ajustar suas praticas.

As autoavaliacOes serdo andnimas e os relatorios serao
baixados diretamente do site.

Os operadores podem se inscrever para participar de uma ou
varias categorias cobertas pelo KINDNS.

A participacao na iniciativa KINDNS significa comprometer-se
voluntariamente a implementar/aderir as praticas acordadas.

Os participantes tornam-se embaixadores da boa vontade e
promovem as melhores praticas.
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Website — kindns.org

&P KINDNS
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‘Working with the DNS technical community, we've KINDNS is intended as a movement, where members of the
identified and documented a set of best practices that are global community help themselves and each other by NS Security: d
essential for a secure DNS ecosystem, and that both small committing to the KINDNS best practices. Leindioeneinecancs e i et tacs
and big operators can easily implement.
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with a complex list of things to do, but rather to aid them in  committing to adhering to the mutually agreed norms and W eI come DRSSECvalidation MUST.be enabiéd forrecursive resolvers.
understanding and implementing a small set of the most. acting as “goodwill ambassadors” within the community. Rationale +
important operational best practices. This DNS Operators self assessment has two
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1. Core DNS Practices Assessment
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Website Map
- KINDNS

kindns.org Site Map

/ﬂ\ 0. Home
[Landing page]

2. Operator 4. Tools & 5. News,
Categories Guidelines Blogs, Events

2.2 Recursive 2.3 Platform 3.1 As SDONSOrs 4.1 Assessment
Server Operators Hardening . P Tools

2.1 Authoritative
Server Operators

SE— /S ——
" \_ .
a. Critical a. Private 3.2 As Members /19 BeellEasre)
Zones Resolvers (Operators)
- -
/S— ST
b. Other N b'P?iC::d 500 4.3 Guidelines
SLD Zones Ambassadors !
Resolvers
) E—
\- c. Public
Resolvers
-

Legend . Top-level navigation . 2nd-level Content . 3rd-level Content
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Relatorios de Autoavaliacao

&P KINDNS

& KINDNS
KINDNS (Knowledge-Sharing and Instantiating Norms for DNS and Naming Security) is
a program to develop a framework that focuses on the most important operational best
practices or concrete instances of DNS security best practices.

You have assessed yourself for the Recursive Resolver Category. The first step in
accessed or will be accessed:
Is my resolver service public or private?

securing a recursive DNS resolver service is determining how your server is being

e
Public: can be reached over the open internet (public IP address, not -
restricted)
« Private: cannot be reached over the open intemet (private IP address, or
ACL restrictions, or a combination) \ L
« s my resolver service open or closed?

«  Open: reachable by, and responds to, queries from any client —

« Closed: requires authentication of some sort to be used (for example, IP
address, TSIG, or TLS certificate [DoT])
inding on your company policy or business practice, you may be operating one or
pes of resolvers. KINDNS best practices and implementation guidelines for
er Operators covers three major categories, reflecting the types of resolver
s found on the intemet in practice:
ivate Resolvers.

ared Private Resolvers.
plic Resolvers.

y of your Score

s
16% 0108
Conpltin e Durstion
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Como podemos ajudar?

KINDNS

Nicolas Antoniello nicolas.antoniello@icann.org

Gerente de Relacionamento Técnico

ICANN, Montevideo

&

Adiel Akplogan,
Vice President for
Technical Engagement

Carlos Alvarez,
Trust and Public Safety
Engagement Director

Nicolas Antoniello Yazid Akanho
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Laboratorio no navegador

KINDNS
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Como se manter informado e contribuir

® https://kindns.orqg

® Lista de discussao do KINDNS:

kindns-discuss@icann.orq

® Twitter

https://twitter.com/4kindns

KINDNS

NNNNNNN

| 21


https://kindns.org/
mailto:kindns-discuss@icann.org
https://twitter.com/4kindns

Muito obrigado — daniel.fink@icann.org

3’% One World, One Internet

ICANN

Visit us at icann.org e_Mail: kindns-info@icann.org

O @icann

0 facebook.com/icannorg

youtube.com/icannnews

° flickr.com/icann

@ linkedin/company/icann

@ soundcloud/icann

instagram.com/icannorg




