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O que € a AmLight?

Um ponto de distribuicao académico construido para possibilitar a = AmLight
colaborac3o entre a América Latina, Africa e os Estados Unidos. (NSF )
Suportado pela NSF, OAC, e o programa IRNC através do award # OAC- I"IU .RNP

2029283 de 2021-2025

W srednesp @cuara

Parcerias com redes de R&E nos EUA, América Larina, Caribe e Africa,
construidas através de camadas de confianca e abertura, compartilhando:

Recursos de infraestrutura RZLNA m TT
Recursos humanos

SANREN \ FLR IN%NET-

South African National
f [ A
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Caracteristicas da Rede AmLight

600Gbps de capa,cidade upstream de entre os EUA e a América Latina e
100Gbps para a Africa

2+ Tbps de conectividade internacional

Datacenters: Estados Unidos(3), Brasil(2), Chile, Porto Rico, Panama e Africa
do Sul

Layer 2/3:
Roteadores Juniper e RARE/Freerouter

Switches Brocade, Dell, Corsa, Noviflow e Whiteboxes P4

Desde 2014 em producgao
OESS e Kytos-NG como orquestradores
OpenFlow 1.0 e 1.3 como interfaces southbound
Programabilidade de Data Plane:
Desde 2021 em producao
Possibilita a monitoracdo utilizando INT (In-band Network Telemetry)

Em uso atual através de switches Noviflow (Tofino ASIC)

AmLight Protect
100G

J,Porto Alege .
Bueng( hires 952/

Santiago ,¢
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Qual Ferramenta/Técnica Utilizar Para a Monitoracao de Rede?
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Ferramentas/Técnicas em Uso na AmLight

Solucao de Monitoracao da AmLight
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Antes de continuarmos... O gue & o INT?
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Uma Breve Conceituacao do INT [1]

O INT (In-band Network Telemetry) é uma aplicacao P4 que insere dados de telemetria dentro do pacote
enquanto o mesmo passa por dois pontos em um caminho na rede

O objetivo é reportar o estado da rede como visto por cada pacote.

O INT exporta relatorios diretamente do Data Plane: sem impacto para o Control Plane

Traduzindo: vocé pode acompanhar/monitorar/avaliar TODO pacote unico em line rate e em real time.

Exemplos de informacdes de telemetria adicionadas:

Timestamp, ingress port, egress port, queue buffer utilization, sequence #, entre outras.
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Uma Breve Conceituacao do INT (2]

1 — O usuario envia um pacote TCP
ou UDP sem conhecimento do INT.

2 — O primeiro switch (INT Source
Switch) adiciona o INT header +
metadata.

3 — Cada switch INT insere seus
proprios metadata. Switches nao-INT
apenas ignoram o conteudo INT.

4 — O ultimo switch (INT Sink Switch)
extrai a telemetria e encaminha o
pacote original para seu destino.

5 — O ultimo switch (INT Sink Switch)
encaminha o relatério de telemetria
1:1 para o Telemetry Collector

Payload

TCP/IP

]

Payload

TCP/IP

- Node TCP/IP
1

Payload
Payload
Payload
Payload
Payload
Telemetry #1
Telemetry #1 Telemetry #2
Telemetry #1 Telemetry #2 Telemetry #3
Telemetry #1 Telemetry #2 Telemetry #3 Telemetry #4
Telemetry #1 Telemetry #2 Telemetry #3 Telemetry #4 Telemetry #5
TCP/IP TCP/IP TCP/IP TCP/IP
INT Source INT Switch INT Switch INT Switch INT Sink
Switch 3 Switch
2
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E agora, as técnicas utilizadas..
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Syslog

Quando utilizar?

<~ Na deteccdo de novidades

< Na obtencdo de informagbes de aplicagbes

Quando evitar o uso?

¥ Na extracao de informagbes com alto grau de padronizagdo

K Em sistemas muito complexos

-20 Jvar/log/servers/67.17.206.2083,/2022/83,/22/local7. Log
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viye
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%SSH-6-CONNECTION: Disconnected from 112.85.
%SEC-3-L0OGIN_FAILURE: Login failure on line
%SEC-3-L0OGIN_FAILURE: Login failure on line
%SEC-3-L0OGIN_FAILURE: Login failure on line
%SEC-3-L0OGIN_FAILURE: Login failure on line
%SEC-3-L0OGIN_FAILURE: Login failure on line
%SSH-6-CONNECTION: Disconnected from 112.85.
%SEC-3-L0OGIN_FAILURE: Login failure on line
%SEC-3-L0OGIN_FAILURE: Login failure on line
%SEC-3-L0OGIN_FAILURE: Login failure on line
%SEC-3-L0OGIN_FAILURE: Login failure on line
%SEC-3-L0GIN_FAILURE: Login failure on line vty@
%SEC-3-L0GIN_FAILURE: Login failure on line vty@
%SSH-6-CONNECTION: Connection closed by 66.240.23
%SEC-3-L0GIN_FAILURE: Login failure on line vty@
%SEC-3-L0GIN_FAILURE: Login failure on line vty@
%SEC-3-L0GIN_FAILURE: Login failure on line vty@
%SEC-3-L0GIN_FAILURE: Login failure on line vty@
%SEC-3-L0GIN_FAILURE: Login failure on line vty@
%SEC-3-L0GIN_FAILURE: Login failure on line vty@

viyd
viyd
42.15
viyd
viyd
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viyd
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SNMP

Quando utilizar?

Na coleta de contadores com polling >
30 segundos

Na geracao de relatdrios gerenciais

No troubleshooting de eventos de
média/longa duracao

Quando evitar o uso?

x Na analise de eventos abaixo da ordem
de segundos

No detalhamento do tipo de trafego

Em dispositivos onde o polling com
menor intervalo pode prejudicar a CPU
do equipamento
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Availability Issues
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0 Unknown . PROBLEM Inferface Ethemetl/3(Perfsonar-coll; Link down 244180 45m R
& Tolal * BEIETER ik S A e e et EERA I e e L
ofa
Miami - BGP Sessions (1 - Established, 0 - Other) Latency
T alue 250ms
2022.07.04 135735 MIAMI1-RT0S: BGP Session Status with Neighbor: 190103 154 33, VRF: RUBIN_OBS, ASH: 20050 1 200ms
22.07-04 13:57:35 MIAMIT-RTDS: BGP Session Stalus with Neighbor: 139.229 140,192, VRF: RUBIN_OBS, ASN: 387623 1 150ms
2022-07-04 13:57:34 MIA-MH-RT05: BGP Session Status with Neighbor: 139.229.140.128, VRF: RUBIN_OBS, ASN: 397823 1 .
ms
2022.07.04 135731 MIAMI1-RT04: BGP Session Status with Neighbor: 190103 154 34, VRF: RUBIN_OBS, ASH: 20050 1
0ms
2022-07-04 135731 MIAMI1-RT04: BGP Session Stalus with Neighbor 141.142 1915, VRF: RUBIN_OBS. ASH: 1224 1
0
2022.07-04 13:57:30 MIAMI1-RT04: BGP Session Status with Neighber: 141.142.191.2, VRF: RUBIN_OBS, ASH; 1224 1 — TN 041315 o E— 41230 041345 o4 1283 O
= MIA-MI-RTO0L ICHP response time = MIA-MI1-RT0S: ICMP response lime = SCL-CLK-SW02: ICMP response fime = SCL-CLK-SW/01: ICMP response fime
2022.07.04 135725 MIAMI1-RT04: BGP Session Status with Neighbor: 139229 140,192, VRF: RUBIN OBS, ASN: 307823 1
rubinobs-br01 eth1/49 - 100G Primary Link rubinobs-br02 eth1/49 - 40G Backup Link
10 Ghps 2 10 Kbps 2
5Ghps 1 5 Kbps 1
ANANNNAANANNANANNANNNANNANNNANANNNNANANNANNNNANA
- — - ] Obps - - ]
last min ave max last T
[ Interface Ethernet1/49(100G LHN to NCSA): Bits received [avg] 3674 Kbps 2598 Kbps 69.94 Mbps  7.91Gbps [ Interface Ethernet1/a3(LHN-Secondary-Link <-> Movistar Header LSE1 CAP6 F158-159): Bits received [avg] 3.31Kbps 2.4
B Interface Ethernetl/49(100G LHN to NCSA): Bits ses [avg] 5.06 Mbps 48431 Kbps 1668 Mbps 8.2 Gbps B Interface Ethernet/49(LHN-Secondary-Link <-> Movistar Header CAP6 F158-159): Bits sent [avg] 2.22Kbps 181
B Interface Ethernet1/49(100G LHN to NCSA): Outbound packets with errors  [avg] 0 0 0 0 B Interface Ethernetl/49(LHN-Secondary-Link <-> CAP6 F158-159): Qutbound packets with errors  [avg] ]
M Interface Ethernet1/49(100G LHN to NCSA): Inbound packets with errors [avg] 0 0 0 0 M Interface Ethernet1/49(LHN-Secondary-Link <-> CAP6 F158-158): Inbound packets with emors  [avg] 0
[ Interface Ethernet1/49(100G LHN to NCSA): Outbound pack [avg] 0 0 0 0 [ Interface EthemetL/49(LHN-Secondary-Link <-> CAP6 F158-158): Outbound packets discarded  [ava] 0
B Interface Ethernet1/49(100G LHN to NCSA): Inbound packets discarded faval 0 0 0 0 B Interface Ethernetl/a9(LHN-Secondary-Link <-> Movistar Header LSE1 CAP6 F158-159): Inbound packets discarded [ava] 0
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sFLOW/NetFlow

Quando utilizar? Quando evitar o uso?
< No troubleshooting de eventos atipicos ¥ Em ambientes com informagdes sigilosas
< Na geracdo de relatérios com o comportamento da K Em ambientes com pouco poder de armazenamento
rede, por exemplo, TOP usuarios. . . .
» P Plo, K Em andlises gue requerem maior granularidade de dados
| Home || Graphs | Details | Alerts | Stats | Plugins live Bookmark URL Profile: |live ¥ s flow-cat -p /var/netflow/tmp/jax-clk-sw01/2022,/2022-03/2022-03-22/ft-v05.2022-03-22.01300
at -f18 -P -S54 | head -n 30
Profile: live Report Information
TCP upp 1cvMP other Profileinfo: e
‘ haght | | anel g : . ‘f‘pe li\!. : . : szescenq:%n? |_=i.e1_d 4
L -;‘. :“,z., P = ‘..J\Vh.\{"-.w“'\ ‘~M.¢.q‘-\_,m_,-y""ﬂ‘(‘ I-‘:; ::‘:‘“’ ame: Source/Destination IP
oo et | | B — : ) PO it Start: May 12 2007 - 18:50 CEST # s: flow-stat -f18 -P -S4
sonees ool s oo et =l e End: Jun 252007 - 16:50 CEST
Mon Jun 25 04:25:00 2007 Flows/s any protocol # s F dst IPaddr flows octets  packets
A 110t 2007-06-25-04-25 #
i 18 k ‘md 2007-06-25-04-25 : e D o0 296 ?EIB.._ I. 129.22@ lcl ZCI-I 282:5 i
§ 7ol Packets 41.211.29.100 46.141.240.111 3. .83 3
w ik ” 6 : 3 3
a 12k -{ 80 i i
L e .
Sun 20:00 Mon 00: 00 Moo 04: 00 Mon 08: 00 Mon 12:00 Mon 16:00| ... ™! 1. 1
W peerl B peer2 0 gatevay M@ site e 1 1
R & Lin Scale ¢ Stacked Graph e .
Select |Single Timeslot v| Display: | 1 day o <<| <] 1] Al >] > 3] ¢ Log Scale © Line Graph 1.5 1
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perfSONAR

Quando utilizar?

\/ Em testes end-to-end

< Na andlise da qualidade em relagdo a visdo do usudrio

Quando evitar o uso?

¥ Em redes com alta utilizacdo de banda (para testes de
throughput)
X Na indisponibilidade de servidores dedicados

K Em analises gue requerem maior granularidade de dados

perfSOMNAR test results - documentation

Source Destination
10.7.19.2 10.7.19.1
Host info ~ Host info +

Throughput (ipvd

Packet Loss % (ipvd)

[ Sharefopen in new window
Report range
€ 1 week - >

Tue 03/08/2022  to Tue 03/15/2022
15:11:27 (GMT-3) 15:11:27 (GMT-3)

Latency ms (ipvd)
\

Para mais informacdes, acesse a
pagina oficial do perfSONAR:
https://www.perfsonar.net...
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https://www.perfsonar.net/

Telemetria — Juniper Telemetry Interface (JTI)

Quando utilizar?

< Em testes com maior granularidade sem impactar a CPU

< Na andlise da dados provenientes de sensores mais
proximos da origem

Quando evitar o uso?

¥ Em ambientes com muitos equipamentos sem suporte a
telemetria

K Em ambientes com pouco poder de armazenamento

88 JTI-Interface statistics ~

MIA-MI1-RT06 ~ xe-0/1/0 v All~

Traffic Statistics(Bps) - if_1sec_octets

15:43

Interface Queue Stats (pps)

© Last 5 minutes 5

a [ xlellalal <lalls

auto v commit

Traffic Statistics (pps)

Traffic statistics - Unicast/Multicast/Broadcast packets
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In-band Network Telemetry (INT)

Quando utilizar?

< Na coleta de telemetria em real-time por
pacote (1:1)

< No troubleshooting de eventos de curta
duracao

< Na avaliagdo do caminho percorrido por um
pacote

Quando evitar o uso?

¥ Em ambientes com pouco poder de
processamento e armazenamento

¥ Na geragao de relatorios gerenciais
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bps

60 Gb
50 Gb

40 Gb

10 Gb

0b

11:26:40 11:26:50

INT-Switch Port 11 Egress

15 Gb

10 Gb

5Gb

Ob

11:26:40 11:26:50

Ethernet Switch 1/11 - Egress

11:27:00

11:27:00

Interface 11 Utilization - Monitored using In-band Network Telemetry

11:27:10 11:27:20 11:27:30 11:27:40 11:27:50 11:28:00 11:28:10 11:28:20 11:28:30

INT-Switch Port 11 Ingress

INT-Switch Port 11 Egress INT-Switch Port 11 Ingress

Interface 11 Utilization - Monitored by SNMP every 15 seconds

11:27:10 11:27:20 11:27:30 11:27:40 11:27:50 11:28:00 11:28:10 11:28:20 11:28:30

Incoming hundredGigE 1/11 - 15 seconds
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Exemplos do dia-a-dia..
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Detectando Anomalias: sFlow x SNMP x JTI

Profile: LANautilus

NetFlow/Nfsen

Trafego anormal no Upstream identificado através do SNMP e JTI.

)) and ( proto UDP )
Command line switch -s overwrites -a

Aggregated flows 2354
Top 10 flows ordered by packets:

MIA-MI1-RT04: Traffic on xe-0/1/0: LANautilus_RT01_xe-4... (1h) SNMP
6 Gbps TCP uDP ICMP other Profileinfo:
4 Gbps o . N Type: continuous / shadow
' L Max: unlimited
2 Gbps ' o " I . .M Exp: never
| L3, _ _ Fron | I Start: Apr 26 2022 - 15:25 UTC
: i o o End: Apr 26 2022 - 20:25 UTC
0 bps
s Tue Apr 26 15:25:00 2022 Bits/s any protocol tytart 2022-04-26-15-25
18 6] tena 2022-04-26-15-25
T 166G Packets
last min avg & gl "
B Incoming traffic on interface xe-0/1/0  [avg] 1.51 Gbps 143 Gbps 176 Gbps 2 5 | -
M Outgoing traffic on interface xe-0/1/0 [avg]l 55215 Mbps 547.02Mbps 102Gbps 5 a 126] o
> 10 G | o .
c | ! l
Traffic Statistics(Bps) - if_1sec_octets JTI : B G| )
13 GB/s 8 66| Flows
@ 46| .
10 GB/s 26| .
GB/s g Tue 00: 080 Tue 06: 00 Tue 12:00 = Tue 18:00 ; | .
W LANautilus-IN W LANautilus-0UT S emw . .
5GB/s
©OLin Scale © Stacked Graph
GB/s Select single Timeslot B DiSplEI.)’! 1 day (2] << < | > o> > Log Scale ~ Line Gl‘i:lph
0B ** nfdump -M /flows/nfdump/profiles-data/live/mia-mil-rt04 -T -R 2022-04-26/nfcapd.202204261910:2022-04-26/nfcapd.202204261915 -n 10 -s record/packets -B
Q11 2 19 . 1015 19:1¢€ 917 2 nfdump filter:
(( ident mia-mil-rt04) and (
MIA-MI1-RT04:198.32.252.34-xe-0/1/0-IN == MIA-MI1-RT04:198.32.252.34-xe-0/1/0-OUT OUT IF 719

e s . Date first seen Duration Proto :Port Dst IP Addr:Port Out Pkt In Pkt Out Byte In Byte Flows

Identificado trafego de 4Gbps UDP/11211 peIo NetFlow (sampllng 14096) e 2022-04-26 19:16:47.273  120.073 UDP :11211 <->  42.157.128.23:32318 0 22.5M 0 32.16 3

, . . pe . . P 2022-04-26 19:16:47.273  120.171 UDP 111211 <-> 42.157.128.23:7571 0 22.1M 0 31.56 3

atraves do TOP N ﬂUXOS, |dent|flcad0 (o] SerV|d0r de Orlgem do tr‘afego, 2022-04-26 19:16:47.327 120.058 UDP $11211 <> 42.157.128.23:53705 0 21.7M 0 30.96G 3

2022-04-26 19:16:47.273  120.112 UDP 111211 <-> 42.157.128.23:18745 0 21.5M 0 30.76G 3

2022-04-26 19:16:47.327  120.117 UDP 111211 <-> 42.157.128.23:54999 0 21.2M 0 30.36 3

A , ,I_ d f d | bld d M h d f d d 2022-04-26 19:16:47.273  120.171 UDP $11211 <-> 42.157.128.23:48468 0 20.2M 0 28.86G 3

2022-04-26 19:16:47.327  120.117 UDP 111211 <-> 42.157.128.23:3309 0 19.6 M 0 27.96 3

pos an”a IS€, | Entl ICada vulnéerabilidade emcached transtormando o servidor 2022-04-26 19:16:47.444  120.000 UDP 02.115:11211 <-> 42.157.128.23:44338 0 19.5M 0 27.86G 3

i 2022-04-26 19:16:47.396  119.950 UDP %ﬁ .115:11211 <-> 42.157.128.23:14311 0 19.4 M 0 27.6 G 3

emum Zomble para ataques DDos. 2022-04-26 19:16:47.396 119.771 UDP 190.1 ZW‘;2§.115:11211 <> 42.157.128.23:39198 0 16.4 M 0 23.36 3
Summary: total flows: 4025, total bytes: 313.9 G, total packets: 239.9 M, avg bps: 3.8 G, avg pps: 362939, avg bpp: 1308

Time window: 2022-04-26 19:08:55 - 2022-04-26 19:19:55

Total flows processed: 171651, Blocks skipped: 0, Bytes read: 10986024
Sys: 0.047s flows/second: 3576658.6 Wall: 0.044s flows/second: 3857759.3

Vulnerabilidade prontamente solucionada.
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Analisando Erros de Interface: JTI x SNMP

Erros na entrada da interface et-0/0/0.

Interface Errors

- - MIA-M 46 0
- MIA 1 0
30 -
- MIA-MIT-R 0
0 — L ; . i s i
2:40 2:45 12:50 2:55 13:00 13:05 1310 1315 13:20 13:25 1330 1335 1340 &
N MIA-MI1-RT04: Inbound errors on interface et-0/0/0 (1h)
12
1.0
0.8
06
0.4
0.2
0 =
(=] ™~ om 3 s} oo~ W [+ [=] [ | m =t 'a} (=T m @ [= T ] ™M = w0 ~ @ o o o ™~ m = i 0 -~ W [+ o A ™ [l =t [T - w o (= | m =t nooo o~ [T [=]
=0 = =f = - - - S R BT T T T BT T T = T = T = = = = T = T = T = T R T O B T = T = - | Moo ™ M ™ M M M M o m m Mmoo m oM M m M om M s
I L T I T I O I T T . T | 2 [ T T T T T B M M M ™M™ M M M M M M M oM M M M oM M M M oM oM oM M oM o mMmom M M omMm oM oM m m mm P
o MM MMM 000000000000 00033533939330330300830000030 "
I'_-\ I'_n.
i i
last  min avg max
H Inbound errors on interface et-0/0/0  [all] 0 0 0 0
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Analisando Flaps de Interfaces: Syslog

Grafico gerado via Bokeh com a analise do syslog dos equipamentos de rede.

AmLight: Number of Link Flaps by Month in 2022

mi-Jacksonville-FLR-East

Miami-Jacksonville-FLR-West

Internet2

Miami-Fortaleza-LAN

[l 100G-Miami-SanJuan-LAN
100G-Santiago-PanamaCity-LAN

B 100G-Santiago-SacPaulo-LAN
100G-LSST-Santiago-REUNA

. 100G-SanJuan-PanamaCity-LAN
100G-SaoPaulo-Fortaleza-LAN

Total Link Flaps/Events

N s AmLight
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Simulacdes no ambiente de producao..
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Demo Setup
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Gerador de Trafego EXFO

Dell (Switch OpenFlow) = Polling
SNMP habilitado a cada 14s (valor
minimo possivel do equipamento).

Juniper (Roteador) = JTI habilitado
enviando telemetria a cada 2s.

2x Noviflow (Switch P4 — Data Plane
programavel) = INT habilitado para
todos os pacotes, real-time.
Visualizacao do Grafana a cada
500ms.

Todos os graficos da demo foram
retirados do Grafana.
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Analisando Bursts: SNMP x JTI x INT [Teste 1]

MIA-MIT-SWO0S - Te1/2

Duracao: 1 min.

2 Streams: Continuo e
Burst.

Trafego continuo:
2Gbps.

Burst: 11 bursts de
10Gbps.

Duracao de cada burst:
2,5s.

Intervalo entre bursts:
2,5s.

~9 2Gbps

JTI

Per-Flow Egress Utilization - Bits per Second

~10,5Gbps

INT
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Analisando Bursts: SNMP x JTI x INT [Teste 1]

Resultados do Gerador de Trafego

Stream 1
puragéo: 1 min. | aveoge | Minimum | Maximum |
) Throughput (Ghit/s) 1.6017 0.0000 2.1909
éus;csrteams. Continuo e Jitter (ms) 0.00185 < 0.00001 0.03606
' Latency (ms) 29.93274 0.02690 95.46404
Tréfego continuo: [
2Gbps. Frame Loss 9 311669 1.9€-01
Burst: 11 bursts de Out-of-Sequence 0 0 0.0E00D
10Gbps.
P Stream 2
Dirociode cada burs e e—— SIS Hinimum _ aimum
o Throughput (Gbit/s) 4.3947 0.0000 10.0000
Intervalo entre bursts: Jitter (ms) 0.00059 < 0.00001 95.43156
2,5s. Latency (ms) 85.55913 0.02702 95.46338
Frame Loss 22 305053 8.0E-02
Qut-of-Sequence 0 0 0.0E00
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Analisando Bursts: SNMP x JTI x INT [Teste 2]

MIA-MI1-SWOS - Te1/2/1 - RT06 xe-0/1/0

~4,1Gbps

Duracao: 1 min.

2 Streams: Continuo e : : , - , . :
Bu rst. Traffic Statistics (bps)

JTI
~6,4Gbps

Trafego continuo:
2Gbps.

Burst: 11 bursts de
10Gbps.

Duracao de cada burst:
1s.

Per-Flow Egress Utilization - Bits per Second |NT

~10,3Gbps

Intervalo entre bursts: |
4s. . =

06 Mb/s  24.8 Mb/s
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Analisando Bursts: SNMP x JTI x INT [Teste 3]

MIA-MIT-SWOS - Te1/2/1 - RT06 xe-0/1/0

~3,3Gbps

Duracao: 1 min.

2 Streams: Continuo e —
Burst. JTl

Traffic Statistics (bps)

Trafego continuo: ~4,5Gbps
2Gbps.

Burst: 11 bursts de
10Gbps.

Duracdo de cada burst: “ " r
500m S. Per-Flow Egress Utilization - Bits per Second INT

Intervalo entre bursts: o ~10,3Gbps e el
4,5s. 8 Gby's 1

A
A

-— 68.4 Mb/s
A
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Analisando Bursts: SNMP x JTI x INT [Teste 4]

MIA-MIT1-SWOS - Te1/2/1 - RT06 xe-0/1/0 ~7’67Gbps SNMP

Durag¢ao: 1 min.

2 Streams: Continuo e

BU rst- Traffic Statistics (bps) ‘]Tl
sce ~6,8Gbps

Trafego continuo:
6Gbps.

Burst: 30 bursts de
10Gbps.

DUragéo de Cada burSt: Per-Flow Egress Utilization - Bits per Second |NT
200ms. YI0,AGBPS | = o

Intervalo entre bursts:
1,8s.

0 - 292 Mb/s 10.1 Mb
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Ok, muitas ferramentas..
E agora? Como usar todas?
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Futuro: Redes Autonomicas

A Autonomic Networking Architecture (ANA) cria as definicOes e metas de design para uma rede
autogerenciada.

Padronizado via Internet Engineering Task Force (IETF) RFC 7575.
O autogerenciamento é composto por varias propriedade “self-x":

Self-configuration: Funcdes autondmicas ndao necessitam de configuracao, seja por um administrador
ou um sistema de geréncia. Sao configuradas por si mesmas baseando-se em conhecimentos proprios.

Self-healing: Funcdes autondmicas adaptam-se por si mesmas a mudanc¢as no ambiente e recuperam-
se automaticamente.

Self-optimizing: Funcdes autondmicas determinam automaticamente formas de otimizar seu
comportamento em relacao ao um conjunto de objetivos bem definidos.

Self-protection: Funcdes autondmicas protegem-se automaticamente contra potenciais ataques.
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Futuro: Redes Autonomicas — Proposta da AmLight

Application
Documentation Plane

Intelligence Plane
Control Plane
Management Plane

Data Plane

AmLight and R&E Community

{ AUtoGOLE/SENSE ]

NOC

Request Request NMS
v Notify
f Issues
+——
Network Application ] A

Application Plane A

Read Policies

Submit Request Approve Create Policies

Read Inventory

Documentation Plane

Source of Truth: Services Source of Truth: Inventory Source of Truth: TE Policies

/ Notification / Notification

Notification

Submit Reques! Notification

Service Provisioning ¢ Behavior, Anomaly, and Performance

(Kytos-ng/E-Line) Submit Intents Manager (BAPM) Intelligence Plane
Submit Update Inventory
Instructions Export Network State Management Plane
Topology Manager
(Kytos-ng/Topology) sFlow, SNMP & Syslog Optical & Packet Telemetry Collector
Control P Agents
ontrol Flane INT Collector gNOI Collector
Discovery &
Maintenance
Exports Counters
& events Exports INT reports
Exports gNOI
Data Plane Packet Layer - SDN switches (OpenFlow 1.3+, NetConf, gRPC, BF Runtime*) summaries

Optical Layer - Transponders
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Comentarios Finais

Monitorar todos os pacotes € possivel com o In-Band Network Telemetry!
O INT e o JTI aumentaram a visibilidade da rede além das nossas expectativas.

A combinacdo de todas as ferramentas/técnicas possibilita a AmLight acompanhar qualquer problema de
performance ou reclamacao dos usuarios.

Combinar o INT com ferramentas de Machine Learning habilitara a AmLight a criar tendéncias confiaveis e
avancar para uma rede orquestrada autondmica criando uma camada de inteligéncia adicional ao SDN.

Ferramentas e técnicas legadas continuam sendo muito importantes para determinadas funcgodes!

Como Obter o Melhor do Monitoramento via Syslog, SNMP, Flows e Telemetria? Caso de Uso da AmLight || IX Forum 16 — 26-28/0ut, 2022 31 y /S Am’_’ g ht

Americas Lightpaths Express & Protect



Los Angeles . l ‘ !

Obrigada! / Perguntas? / Comentarios?

158
1}

4

i Ridl 5 "1 T i i ; "5.'
Como Obter o Melhor do Monitoramento via Syslog, SNMP, Flows e
Telemetria? Caso de uso da AmLight

Renata Frez - RNP/AmLight <renata@amlight.net>



